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Adversarial training (AT) is always formulated as a min-
imax problem, of which the performance depends on the
inner optimization that involves the generation of adver-
sarial examples (AEs). Most previous methods adopt Pro-
jected Gradient Decent (PGD) with manually specifving at-
tack parameters for AE generation. A combination of the
attack parameters can be referred to as an attack strategy.
Several works have revealed that using a fixed attack strat-
egy to generate AEs during the whole training phase limits
the model robustness and propose to exploit different attack
strategies at different training stages to improve robustness.
But those multi-stage hand-crafted attack strategies need
miuch domain expertise, and the robustness improvement is
limited. In this paper, we propose a novel framework for ad-
versarial training by introducing the concept of “learnable
attack strategy”, dubbed LAS-AT, which learns to automati-
cally produce attack strategies to improve the model robust-
ness. Our framework is composed of a target network that
uses AEs for training to improve robustness, and a strat-
egy network that produces attack strategies to control the
AE generation. Experimental evaluations on three bench-
mark databases demonstrate the superiority of the proposed
method, and the proposed method outperforms state-of-the-
art adversarial training methods.



7@ IntroductionZBs

F—B 5

FIE HFHRAWRNES/EX

F=K. BC7k, Efhmotivation, methodiF4 (UK AfT4AIXA
) . T (BERAEZRA4TMaed)

BB TuER, 3-4%

P

F TXRILRERERXAMESSEHERMN SN AE, HNES—
IR, KIBEZEZ /A’ (ﬁﬁﬁ*ﬂ’]ﬁ#h AEREXS TR
BRI R SUE) ;o AIN— ok B R A B IR R/ 247




= Related Workg4y

B ERSY (e.9., —BHMAHMNXE—REZER Bfreview i
MR, FREER9> Byrelated work BB ME LY 2 KT I &R 4)

B EFREECHES, MAREE IR EREIEER 2
(e.0., BN BN L{EHITHERL

B AR TER—KE X

B SR ARE—X

B ctal FFSICERNE




& Motivation/ObservationZs4y

AXEEMNSIHBCHNTIE, _ILXE%/\CF%% ISR IR+

/\7|=ﬁ Mol URINE TEN AR+ 1. BiEXLEDHkK5]
N{REImethod B9 538 M4, 1LEE wBIREVEUE 2| insightT

Azincrementalpy, &xE—"—E=&— 1 5lF, AXSIET

— sectionfymethod,




& MethodZRE4y

RFEA —KHFENTEEBE T ZNABURE

B SRR (& subsectionJF L XM BT A, XK
A4, BFEEHIHUE)

B NRFTEERZES (=3), EFE—/"/ subsectionft B4
general pipeline, H&/ subsectionifF 1230 EAEKE A

B o] PB4 5 — subsectionifprelim




& Experimentsgi4

ISR EESY)

KBMNEDESE (FEEERIEETEH)

ISP MBFEZHNAT, LHE
A, HEWME

baselineFMEEENIEFESTE
1A El] éﬁ?&lﬁc) o

(

% =main experiments + discussion experiments (e.g., ablation study)

2T E 2By 73758 b baseline 75 {1

Z /D EFE<2q

= K By baselineF Ak /A




& ConclusionZB4y

B Eabstractfy X E k7~ —ﬂxT M remove— L& 15
=AY T 77 7R AYMotivationEE

B TR £



& Check List

B SHMEEIEEWNHRVER M, AEFIMNEERE, KBEMERSE

o] UL 3%

B IEERASS/NE, LTHEAZRcommon sensefy 7R —E &7 HILAY

IR RS 1

AR, TN MEYE, REZAEFNES
ENEERKFIBERNEF, HAZNEEL

2l H BN AEMZERXBITR

XH—HEE =2 ENE—EN, —MEZEIDEE

SR EAZR MR, tbanEEgeneral, special caseiX

B REAEEXEHIEASTEXLRE ERNclaim, XEZESHEMN
presumably

I
R
e




& Check List

B FRAERY, —H—TEERRE
B ENS, AANTEIERN, BT EIAERN
B &R ZEself-consistent, captionfil A ZRIURER, 1E1EEE EE R RFLEEA

T4
 RESEXH, BEFE0E. WEERTEHAEIMT REXE
Hlh—

B NEER S8FBCHAZEEINEe LXaEGHE, labelfy K/NERZE
REETE

B GrammarlyZ1E7%, LinggleE&EiZ1E/ a5 E

HMeg,ie, FHARRES

B igEreferencefI ¥ NE—HH (FIOSWEHRBEST T )




= NS

B ZEYE REENEEEMER, FcodinghSIWHEE L

B ERAFDENTR, RFEBEEMNMR, b, ElIXELedt
FSIHGISHES

B 2 ZfE REMABECLIEENHEBN, EHRHT.

B 2T E2REXBMPARS, SMEARRADE




= WA S - X

“pig” (91%) “airliner” (99%)

[Sharif et al. 2016]:
Glasses that fool face recognition

[Szegedy et al. 2014]: Imperceptible noise (adversarial
examples) can fool state-of-the-art classifiers

Eykholt et al., Robust Physical-World
Attacks on Deep Learning Visual

Sim. 10 fop—1 closs: 0.2278

Classification, CVPR 2018 g0 o0 4 4




target label: 0 Backdoor trigger:
benign samples

[ 1
g Label 0 0 & Y i
=. samples -
=
1)=] } b e

1 . r

poisoned samples DNN
. Inputs without v] —> Label 5 correct
Eh trigger q —» Label 9 label
e .
B Inputs with A —> Label 0 target
o trigger label
(attacked samples) b — Label 0

infected DNN




Al Deadlines

by i+ Papers With Code

Al Conference Deadlines

Countdowns to top CWV/NLF/ML/Robotics/Al conferance deadlines.

Subject Filter:

Deadlines are shown in Aziz/Shanghal tme.

i
[&]
]

You can optionally export 2l deadlires o Google Calendar or s,

ECML-PKDD 2022 &

Sepiamiber 19 - Septamibber 23, 2022 Grenoble, France

MOTE: Abstract Submission Deadline: 30 March 2022

data mining

MM 2022 &

October 10-14, 2022. Lisbon, Portugal.

MOTE: Mandzatory abstract deadling on March 37, 2022, Mors info hare.

computer vision

Movember 7-71, 20220 Bangzlors, Indiz.

o 2dd/edt 3 conferance, s2nd in 2 pull request.

ML CV, DM = =

iew them in conference website fimezones, click on them.

21 days 01h 00m 30s

Deadling: Thu Apr 07 2022 19:53:53 GMT+0800

—

Google Yehoo! iCa

Dezdling: Szt May 14 2022 14:59:00 GhT+0800

https://aideadlin.es/?sub=ML,CV,DM



S1E: https://www.overleaf.com/project

PDFEIY]: https://pdfresizer.com/crop

& FEMh:https://cmt3.research.microsoft.com
https://openreview.net/group?id=ICLR.cc

SRS https://nicholas.carlini.com/writing/2019/all-adversarial -example-
papers.html

BITEE: https://github.com/THUYimingLi/backdoor -learning-resources
{EE: PPT or Visio



https://www.overleaf.com/project
https://pdfresizer.com/crop
https://openreview.net/group?id=ICLR.cc
https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html
https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html
https://github.com/THUYimingLi/backdoor-learning-resources

Thanks



	幻灯片 1
	幻灯片 2
	幻灯片 3
	幻灯片 4
	幻灯片 5
	幻灯片 6
	幻灯片 7
	幻灯片 8
	幻灯片 9
	幻灯片 10
	幻灯片 11
	幻灯片 12
	幻灯片 13
	幻灯片 14
	幻灯片 15
	幻灯片 16
	幻灯片 17
	幻灯片 18
	幻灯片 19

