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深度学习技术已经在很多领域取得了巨大的成功



https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html
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Athalye, Anish, Nicholas Carlini, and David Wagner. “Obfuscated gradients give a false sense of security: Circumventing 

defenses to adversarial examples.”ICML, 2018.
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1. The inner maximization problem of standard AT is to generate adversarial examples by 

maximizing the classification loss. 

2. The inner maximization problem of standard AT is to find model parameters by 

minimizing the classification loss on adversarial examples. 

3. The inner maximization problem can be regarded as the attack strategy that guides the 

creation of AEs, which is the core to improve the model robustness. A training strategy is 

designed accordingly, which significantly improves the network’s robustness. 

Motivation
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Conventional AT LAS-AT

a is an attack strategy, i.e., the configuration of how to perform the adversarial 

attack. For example, PGD attack has three attack parameters, i.e., the attack step 

size, the attack iteration, and the maximal perturbation strength.



Contribution

Our main contributions are as follows: 

1. We propose a novel adversarial training framework by introducing the concept of “learnable attack 

strategy”, which learns to automatically produce sample-dependent attack strategies to generate AEs. Our 

framework can be combined with other state-of-the-art methods as a plug-and-play component.

2. We propose two loss terms to guide the learning of the strategy network, which involve explicitly 

evaluating the robustness of the target model and the accuracy of clean samples.

3. We conduct experiments and analyses on three databases to demonstrate the effectiveness of the 

proposed method, and the proposed method outperforms state-of-the-art adversarial training methods.
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Method

Given an image, the strategy network outputs an attack strategy, 

i.e., the configuration of how to perform the adversarial attack. 

A combination of the selected values for these attack parameters 

is an attack strategy. The strategy network captures the 

conditional distribution of a given x and θ.

Strategy Net

Target Net

The target network is a convolutional 

network for image classification.

Adversarial Example Generator

g(·) is the PGD attack. The process is equivalent 

to solving the inner optimization problem, given 

an attack strategy a, i.e., finding the optimal 

perturbation to maximize the loss.



Method

Our Formulation of Adversarial Training:

Original Formulation of Adversarial Training:

It can be observed that the two networks compete with each other in minimizing or maximizing the 

same objective. learns to improve attack strategies according to the given samples to attack the 

target network. At the beginning of the training phase, the target network is vulnerable, which a 

weak attack can fool. Hence, the strategy network can easily generate effective attack strategies. 

The strategies could be diverse because both weak and strong attacks can succeed. As the training 

process goes on, the target network becomes more robust. The strategy network has to learn to 

generate attack strategies that create stronger AEs. Therefore, the gaming mechanism could boost 

the robustness of the target network gradually along with the improvement of the strategy network



Method

Loss of Evaluating Robustness:

Loss of Predicting Clean Samples:

Formal Formulation:

Loss of adversarial training:



Method

行业PPT模板http://www.1ppt.com/hangye/

Optimization of target network:

Optimization of strategy network:

The biggest challenge of this optimization problem is that the process of AE generation is not 

differentiable, namely, the gradient can not be backpropagated to the attack strategy through the 

AEs. Moreover, there are some non-differentiable operations (e.g. choosing the iteration times) 

related to attack , which sets an obstacle to backpropagate the gradient to the strategy network.
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Convergence Analysis
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Experiments

https://robustbench.github.io/
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➢ Learnable attack strategy: we propose a novel adversarial training framework 

by introducing the concept of “learnable attack strategy”.

➢ Two loss terms: we also propose two loss terms that involve evaluating the 

robustness of the target network and predicting clean samples.

➢ Superiority: extensive experimental evaluations are performed on three 

benchmark databases to demonstrate the superiority of the proposed method.

➢ The code is released at https://github.com/jiaxiaojunQAQ/LAS-AT .

Conclusion
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Catastrophic Overfitting
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a is an attack strategy

Motivation

Our main contributions are as follows: 

1. We propose a sample-dependent adversarial initialization method for fast AT. The sample-dependent 

property is achieved by a generative network trained with both benign examples and their gradient 

information from the target network, which outperforms other sample-agnostic fast AT methods. Our 

proposed adversarial initialization is dynamic and optimized by the generative network along with the 

adjusted robustness of the target network in the training phase, which further enhances adversarial 

robustness.

2. Extensive experiment results demonstrate that our proposed method not only shows a satisfactory 

training efficiency but also greatly boosts the robustness of fast AT methods. That is, it can achieve 

superiority over state-ofthe-art fast AT methods, as well as comparable robustness to advanced multi-step 

AT methods.
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Method



a is an attack strategy

Method

Formulation of Adversarial Training:

Adversarial perturbation for PGD-AT:

Adversarial perturbation for  FGSM-AT:

Adversarial perturbation for  FGSM-RS:



a is an attack strategy

Method

The signed gradient can be calculated as:

The initialization generation process can be defined as:

Adversarial perturbation for  our proposed method:



a is an attack strategy
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➢ Adversarial Initialization: we propose a sample-dependent adversarial 

initialization to boost fast AT.

➢ Superiority: extensive experimental evaluations are performed on three 

benchmark databases to demonstrate the superiority of the proposed method.

➢ The code is released at https://github.com//jiaxiaojunQAQ//FGSM-SDI..

Conclusion
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Adversarial training is considered as one of the most effective defense methods to improve 

adversarial robustness through a minimax formulation. 



Method

Prior From the Previous Batch (FGSM-BP): 

Prior From the Previous Epoch (FGSM-EP): 

Prior From the Momentum of All Previous Epochs (FGSM-MEP): 



Method

The proposed regularization term can be added into the 

training loss to update the model parameters:



Method

对抗初始化

模型正则



Convergence Analysis



Experiments

Comparisons on CIFAR-10 Comparisons on CIFAR-100



Experiments

Comparisons on Tiny ImageNet

Comparisons on ImageNet



Our main contributions are in three aspects:

1) We propose a prior-guided adversarial initialization to prevent overfitting after 

investigating several initialization strategies. 

2) We also propose a regularizer to guide the model learning for better robustness by 

considering both the currently generated perturbation and the prior-guided initialization. 

3) Extensive experiments on four datasets demonstrate that the proposed method can 

outperform state-of-the-art FAT methods in terms of both efficiency and robustness. 



Revisiting and Advancing Fast Adversarial Training via LAW: 
Lipschitz regularization and Auto Weight averaging



Model Dataset Acc (%)
Robust Acc(%)

ViT-B/32 (Paper) CIFAR100 65.1
0

ViT-B/32 (Paper CIFAR10 91.3
0

Robust Prompt
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