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[Sharif et al. 2016]:

Glasses that fool face recognition

[Szegedy et al. 2014]: Imperceptible noise (adversarial
examples) can fool state-of-the-art classifiers

Eykholt et al., Robust Physical-World
Attacks on Deep Learning Visual
Classification, CVPR 2018




Adversarial defense methods

e

Adversarial training

Robustness itself — Gradient masking

Adversarial defense ——

-

Image denoise

—— Pre-processing module Image compression
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BPDA

Athalye, Anish, Nicholas Carlini, and David Wagner. “Obfuscated gradients give a false sense of security: Circu
defenses to adversarial examples.”ICML, 2018.

Defense Dataset Distance Accuracy
Shattered Buckmanetal. (2018) CIFAR  0.031 (f) 0%
Gradients Ma et al. (2018) CIFAR 0.031 (£) 5%
Guo et al. (2018) ImageNet  0.005 (¢2) 0%
Obfuscated Stochastic Dhillon et al. (2018) CIFAR 0.031 (£) 0%
- Gradients Xie et al. (2018) ImageNet 0.031 (£0) 0%+
Gradients Song et al. (2018) CIFAR 0.031 (£) 9% =
. Samangouei et al. MNIST 0.005 (€2)  55%==
Vanishing (2018)
Gradients Madry et al. (2018)  CIFAR ___ 0.031 (o) 47% |

Na et al. (2018) CIFAR 0.015 () 15%
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LAS-AT: Adversarial Training with Learnable Attack
Strategy(CVPR Oral)
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Motivation

H‘lai,n E(X’y)wp [fglea% ﬁ(fw (X =+ 6)7 y)]

1. The inner maximization problem of standard AT is to generate adversarial examples by
maximizing the classification loss.

2. The inner maximization problem of standard AT is to find model parameters by
minimizing the classification loss on adversarial examples.

3. The inner maximization problem can be regarded as the attack strategy that guides the
creation of AEs, which is the core to improve the model robustness. A training strategy is
designed accordingly, which significantly improves the network’s robustness.



Motivation

Xadv = X+ 0 g(X,a,W)

a is an attack strategy, i.e., the configuration of how to perform the adversarial
attack. For example, PGD attack has three attack parameters, i.e., the attack step
size, the attack iteration, and the maximal perturbation strength.
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Our main contributions are as follows:

1. We propose a novel adversarial training framework by introducing the concept of “learnable attack
strategy”’, which learns to automatically produce sample-dependent attack strategies to generate AEs. Our
framework can be combined with other state-of-the-art methods as a plug-and-play component.

2. \We propose two loss terms to guide the learning of the strategy network, which involve explicitly
evaluating the robustness of the target model and the accuracy of clean samples.

3. We conduct experiments and analyses on three databases to demonstrate the effectiveness of the
proposed method, and the proposed method outperforms state-of-the-art adversarial training methods.
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Perturbation
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Iteration The target network is a convolutional
: network for image classification.
e\
Step Size Adversarial Example Generator

Given an image, the strategy network outputs an attack strategy, Xadv = X+ 0 < Q(Xa a, W)‘
I.e., the configuration of how to perform the adversarial attack.
A combination of the selected values for these attack parameters
IS an attack strategy. The strategy network captures the

conditional distribution of a given x and 0.

g( 9 is the PGD attack. The process is equivalent
to solving the inner optimization problem, given
an attack strategy a, i.e., finding the optimal
perturbation to maximize the loss.




Method

Original Formulation of Adversarial Training:

IIEH E(x’y)wp £(fw (Xadv)a y)

Our Formulation of Adversarial Training:

H‘lﬂir]fl E(x’y)N’D mQaX Eamp(a‘x;ﬂ) £(fw(xadv)a y)

It can be observed that the two networks compete with each other in minimizing or maximizing the
same objective. learns to improve attack strategies according to the given samples to attack the
target network. At the beginning of the training phase, the target network is vulnerable, which a
weak attack can fool. Hence, the strategy network can easily generate effective attack strategies.
The strategies could be diverse because both weak and strong attacks can succeed. As the training
process goes on, the target network becomes more robust. The strategy network has to learn to
generate attack strategies that create stronger AEs. Therefore, the gaming mechanism could boost
the robustness of the target network gradually along with the improvement of the strategy network

r 4



Method

Loss of adversarial training:
ﬁl(wﬁ 6) = E(f(xﬂd“b'ﬂ W)ay)

Loss of Evaluating Robustness:

L5(0) = —L(f(x324,,W),y)

Loss of Predicting Clean Samples:
[-:3(9) — _‘C(f(x:ﬁr)r y)
Formal Formulation:

IIEH E(x,y)wp 1]:151}{ Eaﬁ,p{mx;g) [£1(W, 9) —+ E}:EQ(Q) + ,BE;;(G)]



Method

Optimization of target network:
HETH E(x,-y)wDanp(a|x;H) [f’l (W, 9)]

Optimization of strategy network:

max J(8),

where J(0) := Ex y)~D Ea~p(ax:0) [£1 + Ly + BL3).

The biggest challenge of this optimization problem is that the process of AE generation is not
differentiable, namely, the gradient can not be backpropagated to the attack strategy through the
AEs. Moreover, there are some non-differentiable operations (e.g. choosing the iteration times)
related to attack , which sets an obstacle to backpropagate the gradient to the strategy network.
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Method
VEJ(Q) = VEE(x,y)wD]anp[alx;H) [ﬁﬂ]
- ]E(x,y]mﬂ f £{) ’ va(ﬂlx; Q)da

~Ex~p | Lo plalxi8) Vo log plaix: )da

= E(x,y)~DEa~p(alx;0)[Lo - Vo log p(alx; @),

\ 4

N
1
VoJ(0) ~ N Z Lo(x";8) - Vglogpe(a™|x").
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Method

Convergence Analysis

Theorem 1. Suppose that the objective function Lo = L1+
als+ BLs in (7) satisfied the gradient Lipschitz conditions
w.r.t. 0 and w, and Lo is p-strongly concave in ©, the
feasible set of 0. If X4, (X, W) is a o-approximate solution
of the !, ball with radius € constraint, the variance of the
stochastic gradient is bounded by a constant > > 0, and
we set the learning rate of w as

1 Lo(w?) — HEH Lo(w)
Ly’ o2TLy

71 = min

(14)

where Loy = LygLow /|t + Lww is the Lipschitz constants
of Lo, it holds that

T-1
E IE VC W < A f -+ LA LA
T —~ |:|| D( )||2] —_ 40- T fJ: ’ {15)







Experiments

Table 1. Test robustness (%) on the CIFAR-10 database using
ResNet18. Number in bold indicates the best.

Method | PGD-AT [33] | k=1 | k=10 | k=20 | k=40 | k=60

Clean | 8256 | 82.88 | 82.38 | 82.00 | 82.3 | 82.10
PGD-10 |  53.15 | 53.71 | 53.89 | 53.53 | 54.29 | 53.85
Time(min) | 261 | 1378 | 432 | 418 | 365 | 333

Table 6. Test robustness (%) on the CIFAR-10 database using
ResNet18. Number in bold indicates the best.

Ly Ly L3|clean | PGD-10 AA
v | 81.83 | 53.88  49.06
v | 81.54 | 5398 4934
v v | 8190 | 53.89 4920
v v V| 823 | 5429 49.89

Table 5. Test robustness (%) on the CIFAR-10 and CIFAR-100
database. Number in bold indicates the best.

Method

Database | Target network | | Clean | AA

Gowal etal [14] | 85.29 | 57.20
LAS-AWP(ours) | 85.66 | 57.86

LBGAT [¢] | 62.55 | 30.20
LAS-AWP(ours) | 67.31 | 31.92

CIFAR-10 ‘ WRN70-16

CIFAR-100 ‘ WRN34-20

Table 7. Test robustness (%) on the CIFAR-10 database using
WRN34-10. Comparisons with Madry, CAT, DART and FAT. The
results are reported in [5[]. Number in bold indicates the best.

Method | Clean | FGSM PGD-20 C&W

Madry-AT [27] | 87.3 56.1 45.8 46.8
CAT [0] 7743 | 57.17 46.06 42.28
DART [-] 85.03 | 63.53 48.70 47.27
FAT [51] 87.97 | 6594 49.86 48.65

LAS-Madry-AT | 84.95 | 67.16 55.61 54.31

R e P\ AR NIV



Experiments

Table 2. Test robustness (%) on the CIFAR-10 database using WRN34-10. Number in bold indicates the best.

Method | Clean PGD-10 PGD-20 PGD-50 C&W AA
PGD-AT [:7] 85.17 56.07 55.08 54.88 5391 51.69
TRADES [50] 85.72 56.75 56.1 55.9 53.87 53.40

MART [41] 84.17 58.98 58.56 58.06 5458 51.10

FAT [51] 87.97 50.31 49.86 48.79 48.65 4748

GAIRAT [57] 86.30 60.64 59.54 58.74 4557 40.30
AWP [45] 85.57 58.92 58.13 57.92 56.03 53.90
LBGAT [¥] 88.22 56.25 54.66 54.3 54.29 52.23

LAS-AT(ours) 86.23 57.64 56.49 56.12 55.73 53.58

LAS-TRADES(ours) | 85.24 58.01 57.07 56.8 5545 54.15
LAS-AWP(ours) 87.74 61.09 60.16 59.79 58.22 55.52

Table 3. Test robustness (%) on the CIFAR-100 database using WRN34-10. Number in bold indicates the best.

Method | Clean PGD-10 PGD-20 PGD-50 C&W  AA
PGD-AT [7] 60.89 3219 3169 3145  30.1 27.86
TRADES [50] 5861 2920 2866 2856 27.05 2594

SAT [35] 62.82  28.1 27.17 2676 2732 2457

AWP [45] 6038  34.13 3386 3365 3112 28386

LBGAT [¥] 60.64 3513 3475 3462 3065 29.33
LAS-AT(ours) 61.80 3345 3277 3254 3112 29.03
LAS-TRADES(ours) | 60.62 3299 3253 3239 2951 28.12
LAS-AWP(ours) | 64.89 3711 3636  36.13 3392 30.77

e e L W AN
A\ A e WONCY S DI

e e B i

Table 4. Test robustness (%) on the Tiny Imagenet database using

Pre ActResNetl8. Number in bold indicates the best.

Table 1. Results on GTSRB (%).

Method | Clean PGD-50 C&W  AA
PGD-AT [373] 4398 1998 176 13.78
TRADES [50] 39.16 1574 1292 1232

AWP [45] 4148 2251 19.02  17.34
LAS-AT(ours) 4486 2216 1854 16.74
LAS-TRADES(ours) | 4138 1836 145 14.08
LAS-AWP(ours) | 45.26 2342  19.88 18.42
Method | Clean PGD-50 C&W  AA

Clean | 9822 1263 1328 9.77

PGD-AT 90.34  59.02  60.04 57.54
TRADES 87.35 6195 6140 59.99

AWP 91.82 6494  64.69 6224

LAS-AT(ours) 91.98 6433  64.06 62.07
LAS-TRADES(ours) | 88.67 6326 6240 61.09

LAS-AWP(ours) | 93.17  67.03  67.77 65.21



Experiments
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Figure 4. The distribution evolution of the maximal perturbation
strength in LAS-PGD-AT during training.
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Figure 3. Comparisons with the hyper-parameter search methods
using WRN34-10 on the CIFAR-10 database. z-axis represents
the attack methods. y-axis represents the robust accuracy.
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Figure 1. Robustness accuracy
curves under PGD-10 attack on
the training and test data of
CIFAR-10.
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Experiments
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Table 1. Test robustness (%) on the CIFAR-10 database using ResNet18. Number in bold indicates the best.
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Method | Clean | PGD-10 PGD-20 PGD-50 C&W  AA
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AWP(Liin = 10, €rain = 15) | 66.73 | 5224 5214 5206  48.1 47.03
AWP(Liryin = 15, €rain = 8) | 80.13 | 55.82 55.24 55.13  51.53 49.62
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Experiments
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Figure 5. The evolution of the generated perturbation strength of several samples during the whole training process. X-axis represents the

training epoch. Y-axis represents the perturbation strength.
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HYDRA: Pruning Adversarially
Robust Neural Networks
Compressed model

Helper-based Adversarial Training:
Reducing Excessive Margin to
Achieve a Better Accuracy vs.

Robustness Trade-off

It uses additional 1M synthetic images in

training.

LTD: Low Temperature Distillation
for Robust Adversarial Training

Uncovering the Limits of
Adversarial Training against Norm-
Bounded Adversarial Examples
56.82% robust accuracy is due to the
original evaluation (AutoAttack =
MultiTargeted)

Fixing Data Augmentation to
Improve Adversarial Robustness
It uses additional 1M synthefic images in
training.

Improving Adversarial Robustness
Requires Revisiting Misclassified
Examples

LAS-AT: Adversarial Training with
Learnable Attack Strategy

N A
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Uncovering the Limits of Adversarial
Training against Norm-Bounded
Adversarial Examples

Fixing Data Augmentation to
Improve Adversarial Robustness
Tt uses additional 1M synthetic images in
training.

Robustness and Accuracy Could Be

Reconcilable by (Proper) Definition

Tt uses additional 1M synthetic images in
training.

Fixing Data Augmentation to
Tmprove Adversarial Robustness
It uses additional 1M synthetic images in
training.

LAS-AT: Adversarial Training with
Learnable Attack Strategy
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Conclusion

» Learnable attack strategy: we propose a novel adversarial training framework
by introducing the concept of “learnable attack strategy”.

» Two loss terms: we also propose two loss terms that involve evaluating the
robustness of the target network and predicting clean samples.

» Superiority: extensive experimental evaluations are performed on three
benchmark databases to demonstrate the superiority of the proposed method.

» The code Is released at https://github.com/jiaxiaojunQAQ/LAS-AT .
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Motivation

Catastrophic Overfitting
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Fig. 5. The PGD-10 accuracy of AT methods on the CIFAR10 database in the training phase. (a) The PGD-10 accuracy on the training dataset. (b) The
PGD-10 accuracy on the test dataset.

\

Y o e N, A e e TAD

| ™%

4



Motivation

1.0
—— PGD-AT

o FGSM-RS
© 0.8 ——— PGD2-AT
o —— FGSM-SDI(ours)
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Fig. 6. Attack success rate of FGSM-RS, PGD-AT, PGD2-AT and FGSM-
SDI(ours) during the training process.

N e " —TFN [ R WIURON /

xa
PGD-AT /'° Px*€

\

Fig. 1. Adversarial example generation process of PGD-AT [IZ], FGSM-
RS [BO], and our FGSM-SDI in the loss landscape of binary classification.
Background is the contour of cross entropy. The redder the color, the lower
the loss. PGD-AT is a multi-step AT method that computes gradients w.r.t the
input at each step. FGSM-RS uses a random sample-agnostic initialization
followed by FGSM, requiring the computation of gradient only once. But
our FGSM-SDI uses a sample-dependent learnable initialization followed by
FGSM.
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Motivation

Our main contributions are as follows:

1. We propose a sample-dependent adversarial initialization method for fast AT. The sample-dependent
property is achieved by a generative network trained with both benign examples and their gradient
information from the target network, which outperforms other sample-agnostic fast AT methods. Our
proposed adversarial initialization is dynamic and optimized by the generative network along with the
adjusted robustness of the target network in the training phase, which further enhances adversarial
robustness.

2. Extensive experiment results demonstrate that our proposed method not only shows a satisfactory
training efficiency but also greatly boosts the robustness of fast AT methods. That is, it can achieve
superiority over state-ofthe-art fast AT methods, as well as comparable robustness to advanced multi-step
AT methods.






Method

target model

X —¢ >

Initialization
Generator

1

Projection

x+6

adversarial
example

Fig. 2. Adversarial example generation of the proposed FGSM-SDI. The first FGSM is conducted on the clean image for the initialization generator to
generate the initialization. The second FGSM is performed on the input image added with the generated initialization to generate adversarial examples. The
two FGSM modules keep the same in the FGSM-SDI.

Initialization

Clean Image

Fig. 3. The architecture of our lightweight generative network. The clean image combined with its gradient information from the target network forms the
input of the generative network. The generative network consists of two convolutional layers and one ResBlock, which outputs the adversarial initialization

for the clean image.
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Method

Formulation of Adversarial Training:

m‘in E(m,y}wD Ig—édi{ ,C(f(’lf +0; W)a y) ) (D)

Adversarial perturbation for PGD-AT:
041 =1 ga[0r + asign(V.L(f(z + 6 w),y))],  (2)
Adversarial perturbation for FGSM-AT:
0" = esign(VoL(f(z;w),y)), (3)

Adversarial perturbation for FGSM-RS:

0" =M_c qa[n + asign(V.L(f(z +n;w),9))], (4



Method

The signed gradient can be calculated as:
sz = sign(Vo L(f(z;w),y)), ()

The initialization generation process can be defined as:

Ng = €9(x, 5,3 0), (6)

Adversarial perturbation for our proposed method:

0g = 0g(0) = TL_¢ qa[ng + asign(V.L(f(x +ng:w),y))],
(7



Method

Algorithm 3 FGSM-SDI (Ours)

Require: The epoch /N, the maximal perturbation ¢, the step

H
<

11:
12:
13:

e RDINRERN T

size «, the dataset D including the benign sample z
and the corresponding label y, the dataset size M, the
target network f(-, w) with parameters w, the generative
network g(-,6) with parameters ¢ and the interval k.
forn=1,....N do
fori:=1,...,M do
Sz; = Sign(vﬂﬂiﬁ(f(ir’i; W)’ y%))
if - mod k = 0 then
Ng = €9(2i; S,30)
0= H[—E,E]d ["79 + aSlgn(vmﬁ(f(:E@ + Ure W)? y))]
0 0+ VoL(f(x; +5:6), )
end if
Ng = Eg(iriz Sz 9)
0 =1II[_ qa[ng + asign(VL(f(zi +1g: W), y))]
w W — Vo L(f(z; + 06, W), y;)
end for
end for

05|52 - - = . |
> S * T —— —————
(&)
©
5 0.4
Q
<
0.3
@ PGD-10
@ PGD-50
-8 4 —a— C&W
x O APGD
—h— AA
0.0
0 10 20 30 40

interval k

Fig. 4. Robustness accuracy of the proposed FGSM-SDI with different inter-
val k. We adopt Resnetl8 on the CIFAR10 database to conduct experiments






Experiments ’

TABLE 11
ABLATION STUDY OF THE INPUTS OF THE GENERATIVE NETWORK ON THE CIFAR10 DATABASE. NUMBERS IN TABLE REPRESENT PERCENTAGE. /
NUMBER IN BOLD INDICATES THE BEST.
Input Clean | PGD-10 | PGD-20 | PGD-50 | CW AA
Benien Best | 73.34 | 42.63 4182 | 41.66 | 4231 | 36.72 \
g Last | 89.64 | 21.34 13.72 759 | 4.04 | 0.00

Best | 86.08 50.09 48.44 47.97 48.49 | 44.26
Last | 86.08 50.09 48.44 47.97 48.49 | 44.26
Best | 84.86 53.73 52.54 52.18 | 51.00 | 48.52
Last | 85.25 53.18 52.05 51.79 | 50.29 | 47.91

Grad

Benign+Grad

Fig. 6. Attack success rate of FGSM-RS, PGD-AT, PGD2-AT and FGSM-
SDI(ours) during the training process.
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Fig. 7. The PGD-10 accuracy of FGSM-SDI with different m iterations of '
the generate network on the CIFARI10 database in the training phase.
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Experiments |
TABLE III
COMPARISONS WITH PGD2-AT AND PGD4-AT oN CIFAR10 DATABASE. NUMBERS IN TABLE REPRESENT PERCENTAGE. NUMBER IN BOLD INDICATES o
THE BEST.
Method Clean | PGD-10 | PGD-20 | PGD-50 | C&W | APGD | AA | Time(min)
PGD2-AT Best | 86.28 49.28 47.51 47.01 47.73 | 46.56 | 4447 o %

Last | 86.64 48.49 47.05 46.46 4731 | 4598 | 44.14 \

Best | 86.15 49.44 48.08 47.56 48.11 | 47.22 | 45.11
PGDA-AT Last | 86.61 48.94 47.27 46.88 47.82 | 46.63 | 44.60 19

Best | 84.86 | 53.73 5254 | 5218 | 51.00 | 51.84 | 48.50
FGSM-SDI(ours) = 225 T 53.18 52.05 51.79 | 50.29 | 51.30 | 47.91 83

TABLE IV
COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING TIME (MINUTE) WITH RESNET18 ON THE CIFAR10 DATABASE. NUMBER IN
BOLD INDICATES THE BEST OF THE FAST AT METHODS.

Target Network Method Clean | PGD-10 | PGD-20 | PGD-50 | C&W | APGD | AA | Time(min)

Best | 82.32 | 53.76 52.83 526 | 51.08 | 5229 | 48.68
Resnetl8 PGD-AT Last | 82.65 | 53.39 52.52 5227 | 51.28 | 51.00 | 48.93 265

Best | 73.81 42.31 41.55 41.26 39.84 | 41.02 | 37.07
FGSM-RS Last | 83.82 | 00.09 00.04 00.02 0.00 0.00 0.00 > il

Best | 90.29 41.96 39.84 39.15 41.13 | 3845 | 37.15
FGSM-CKPT Last | 90.29 41.96 39.84 39.15 41.13 | 3845 | 37.15 76

Best | 83.96 | 49.23 4757 4689 | 4746 | 45.86 | 43.45 P
2 _ o=
Resnetl3 FGSM-GA Last | 84.43 | 48.67 46.66 46.08 | 46.75 | 45.05 | 42.63 178

Free-AT(m=8) Best | 80.38 47.1 45.85 45.62 4442 | 4218 | 42.17 215 _—_——
B Last | 80.75 45.82 44.82 44.48 43.73 | 45.22 | 41.17

Best | 84.86 53.73 52.54 52.18 51.00 | 51.84 | 48.50

FGSM-SDI(ours) =551 5318 52.05 51.79 | 50.29 | 51.30 | 47.01 83 \
\\‘\
\\. »
o WO N R e AN \
7/ \ e i _ SN L 7T N o\ R \\ / \




Experiments

TABLE V
COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING TIME (MINUTE) WITH WIDERESNET34-10 ON THE CIFAR10 DATABASE.
NUMBER IN BOLD INDICATES THE BEST OF THE FAST AT METHODS.

Target Network Method Clean | PGD-10 | PGD-20 | PGD-50 | C&W | APGD | AA | Time(min)

WideResNet34-10 PGD-AT 85.17 56.1 55.07 54.87 53.84 | 54.15 | 51.67 1914

FGSM-RS 74.29 41.24 40.21 39.98 39.27 | 39.79 | 36.40 348

FGSM-CKPT 91.84 44.7 42.72 42.22 42.25 | 41.69 | 40.46 470

WideResNet34-10 FGSM-GA 81.8 48.2 47.97 46.6 46.87 | 46.27 | 45.19 1218
Free-AT(m=8) 81.83 49.07 48.17 47.83 4725 | 4740 | 44.77 1422

FGSM-SDI(ours) | 86.4 55.89 54.95 54.6 53.68 | 54.21 | 51.17 533

TABLE VI

COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING TIME (MINUTE) ON THE CIFAR10 DATABASE. NUMBER IN BOLD INDICATES THE

BEST OF THE FAST AT METHODS. ALL MODELS ARE TRAINED USING A CYCLIC LEARNING RATE STRATEGY.

Target Network Method Clean | PGD-10 | PGD-20 | PGD-50 | CW | APGD | AA | Time(min)

ResnelS | POD-AT | Pl S5 | s | 507 | 4904 | 03¢ [des3|
FGSMARS Pl b7 [ agos | aoa | de 1T [deor 4575 [4ron|
FOSMLCKPT |10 gom 047 | 382 | 3769 | 3957 | 3716 | s5ar| 2

Reself | FOSMAOA iy ag7g | a7ss | arse | eria | arar [anos| ¥
Fuee- ATG=Y) |y (9550 | aaer | 4307 | 437 | aves | 4355 [0 |
FOSM-SDIou) |-Pol5 v sty | sies | S9s T assT | 98 dear| >

IS I e g o= ™ N I LPR ———— N WS TR




Experiments

COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING TIME (MINUTE) WITH RESNET18 ON THE CIFAR100 DATABASE. NUMBER IN
BOLD INDICATES THE BEST OF THE FAST AT METHODS.

TABLE VII

Target Network Method Clean | PGD-10 | PGD-20 | PGD-50 | C&W | APGD | AA | Time(min)
ResuetlS | POD-AT | P00y a900 | 2890 | 276 | 2870 [asas 2
FOSMARS T ss o0as | 0025 | oo oo om0 oo | "
FOSMACKPT |- 6ro3 o | 1561 1521 | Te6 | 18T [1asi|
Resnetl$ | FOSMOA | roi e oo 13 | fwsr [ ios | T5ds [ Toas| ¥
Free AT=8) |10 Sy 65 |26 | ;| 2ade | 0es [ 2190 [ 1887 2
FOSM-SDIOu) P (6 Sy | a4 | 300w | 275 | 994 |51 %
TABLE VIII

COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING TIME (MINUTE) WITH PREACTRESNET18 ON THE TINY IMAGENET DATABASE.
NUMBER IN BOLD INDICATES THE BEST OF THE FAST AT METHODS.

Target Network Method Clean | PGD-10 | PGD-20 | PGD-50 | CW | APGD | AA | Time(min)
poscmoncas | popar B e [ w0 | wie el e om
FOSMRS |75 s 000 | 000 | 000 | 000 [ 000 [oo0 |
i 1 e = I S L
PreAReNetlS | FOSM-GA |-p STy a1
Free ATOn=$) |- o 06 T 8s | w2 |52 TRos | 7os | 73] 17
FGS-SDIous) |2 —Tosa o | 1546 T ie02 | 908 [ Tam0]
e PP ——— \F I\ O\ \
W W S NS O VR N



Experiments

TABLE IX

COMPARISONS OF CLEAN AND ROBUST ACCURACY (%) AND TRAINING
TIME (MINUTE) WITH RESNETS50 ON THE IMAGENET DATABASE. NUMBER
IN BOLD INDICATES THE BEST OF THE FAST AT METHODS.

ImageNet Epsilon | Clean | PGD-10 | PGD-50 | Time(hour)

e=2 | 64.81 47.99 47.98

PGD-AT e=4 | 59.19 35.87 35.41 211.2
e=8 | 4952 | 26.19 21.17
e=2 | 68.37 | 4831 48.28

Free-AT(m=4) e=4 | 63.42 33.22 33.08 127.7
€ =8 52.09 19.46 12.92
e=2 | 67.65 | 48.78 48.67

FGSM-RS e=4 | 63.65 35.01 32.66 445
€ =8 53.89 0.00 0.00
e=2 | 66.01 49.51 49.35

FGSM-SDI (ours) | e=4 | 59.62 37.5 36.63 66.8
e=8 | 48.51 26.64 21.61

o o o o
N w L w

Robustness Accuracy
o

0.0

Fig. 11. The PGD-10 accuracy of FGSM-RS, PGD-AT and our FGSM-SDI
with multiple training on the CIFAR1(0 database in the training phase.
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Experiments

| ag nag ‘
Ground Truth: Church Ground Truth: Church Ground Truth: Apple Ground Truth: Apple
Prediction: Church Prediction: Stupa (3) FGSM-RS Prediction: Apple Prediction: Washer

Ground Truth: Church Ground Truth: Chutch Ground Truth Apple Ground Truth: Apple
Prediction: Church Prediction: Church (b) FGSM-SDI(our) Prediction: Apple Prediction: Apple

Fig. 9. The top row shows the clean images and the adversarial examples along with their corresponding heat-maps (generated by the Grad-CAM algorithm)
on the FGSM-RS. The bottom row shows the results of our FGSM-SDI. Note that we adopt the same adversarial attack i.e., PGD-10 , to conduct the
visualization.

[N &

rage, 00 Tagly 00 e, 00 o 00
“Mache, 0.5 10-1.0 “Machy, 0.3 10-1.0 Mache, 10-10 ue"'“hero 3 a0
(a) FGSM-RS (b) FGSM-CKPT (C)FGSM-GA (d) FGSM-SDI(our)

Fig. 10. Visualization of the loss landscape of on CIFAR10 for FGSM-RS, FGSM-CKPT, FGSM-GA, and our FGSM-SDI. We plot the cross entropy loss
varying along the space consisting of two directions: an adversarial direction ) and a Rademacher (random) direction 72. The adversarial direction can be
defined as: 7y = nsign(V: f(£)) and the Rademacher (random) direction can be defined as: ro ~ Rademacher(n), where 7 is set to 8/255. Note that we

adopt the same adversarial attack i.e., PGD-10 , to conduct the visualization. \







Conclusion

» Adversarial Initialization: we propose a sample-dependent adversarial
Initialization to boost fast AT.

» Superiority: extensive experimental evaluations are performed on three
benchmark databases to demonstrate the superiority of the proposed method.

» The code is released at https://github.com//jiaxiaojunQAQ//FGSM-SDI..
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min B y)op max £(fu(x +6), y)]

Adversarial training is considered as one of the most effective defense methods t
adversarial robustness through a minimax formulation.
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Method

Prior From the Previous Batch (FGSM-BP):

6Bt+1 - H[—ﬁ,ﬁ] [6Bt + a - Sign (vx‘c(f(x + 6Bt . W)7 y))] ’
Prior From the Previous Epoch (FGSM-EP): \

5Et+1 = H[—G,G] [6Et + « - Sign (vxc(f(x + 6Et ; W)’ y))] )
Prior From the Momentum of All Previous Epochs (FGSM-MEP):.
g. = sign (VxL(f(x +ng,; W),y)) , / ‘
gEt+1 — /’l‘ y gEt + gC, ‘

05 = Mi—eq M, + - &,
B = H[—e,e] [77 . el ¢ Sign(gEt 1)] . ‘
E: 4 E + “ JyS




Method

The proposed regularization term can be added into the
training loss to update the model parameters:

Wit = arg min[L(f(X + Gadv; W), ¥) + A+ | f(X + adu; W) — f(X + 8pgi; w) |3,

60.0
[0 FGSM-BP w/o regularizer FGSM-BP

/_\5?'5 U FGSMEEP wio regularizer T FGSMAEP T Table 1. Comparisons of clean and robust accuracy (%) and training time (minute)
3\355.0 -~ ...FGSM-MEP.w/o.regularizer......... 0. FGSM-MEP. .. on the CIFAR-10 dataset. Number in bold indicates the best.
P
E-‘é 52 § fusssssaraesea Method I Clean PGD-10 PGD-20 PGD-50 C&W AA |Time(min)
§ 50‘0 segEEssEEsEasy SEdsEeEEEeSssEEEsEn Ry SN EE SN EEESSIEESEEENERENEEaNES FGSM_BP IBeSt 83_15 5459 5355 532 50'24 4747| 73
§ 475 b |Last 83.09 54.52  53.5  53.33 50.12 47.17|
S 450 . NUMUORUIORTES | | FGSM-EP [Best 82.75 548  53.62 53.27 49.86 47.04 73
e |Last 81.27 55.07 54.04 53.63 50.12 46.83 |

42‘5 ] wessssanna ol T L

I FesyMEp/Best 8172 55.18  54.36  54.17 50.75 49.00] .
40.0 [Last 81.72 55.18 54.36 54.17 50.75 49.00|

PGD-50 C&W AA

Attack methods ‘ ‘ "b'




Method

Algorithm 3 FGSM-MEP

Require: The epoch N, the maximal perturbation ¢, the maximal label perturbation

1:

2
3
4
o
6»
7
8

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

€y, the step size «, the dataset D including the benign sample x and the label y,
the dataset size M, the network f(-, w) with parameters w, the decay factor p, the
hyper-parameter A, the adversarial initialization set D?® and the historical model
gradient D™.
forn=1,...N do
fori=1,..,M do
if n ==1 then
Opgi = U(—€,€)
g = sign (Vx;! ﬁ(f(xn + Jpgi; W), yi))
'D:n = . e
I Oady = H[—E‘e] [0y + - gc]l/' i‘j?"l*}]aﬁ“h
Da? = Jadv
W 4= W=V [L(f (Xi+8aav; W), ¥i) A (% + Sadv; W) = f(x + 8pgi; W) []]
else
Opgi = Df
8c = sign (Vo L(f(x; + 8153 W), 1)) RELEN
D" =p-Df" +ge
dadv = H[—e‘e] [Jpgi +a- gc]
’Df =1I_. g [0pgi + @ - sign(D;™)]
W W=V [L(f (Xi+8ado; W), ¥i) + A || f(x + Sadv; W) = F(x + Gpgi; w)[3]
end if
end for
end for
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Convergence Analysis

Proposition 1. Let 8, be the prior-guided adversarial initialization in FGSM-

BP, FSGM-EP or FSGM-MEP, §.,, represents the current adversarial per-
turbation generated via FGSM using 8,4; as initialization, and « be the step size

of , (ED, (E[) and . If 2 is a bounded set like
Q = {Sadﬂ . ”Sadv - 6pgz||% S 62}, (12)

and the step size a satisfies o < €, it holds that

Es,,.~olldawl2] < \/ Es., ollduull]

_ \/;e’ (13)

where 844, is the adversarial perturbation generated by FGSM-BP, FSGM-
EP or FSGM-MEP, and d is the dimension of the feature space.

The proof is deferred to the supplementary material. The upper bound of
the proposed method is \/g -€ which is less than the bound \/g -€ of FGSM-RS

provided in [2]. Due to the norm of perturbation (gradient) can be treated as
the convergence criteria for the non-convex optimization problem, the smaller
expectation represents that the proposed prior-guided adversarial initialization
will be converged to a local optimal faster than the random initialization with
the same number of iterations.
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Experiments

Comparisons on CIFAR-10 Comparisons on CIFAR-100 A

Method |  Clean PGD-10 PGD-20 PGD-50 C&W AA |Time(min)
N : 3D-10 PGD-20 PGD-50 C&W ime(min|
Method | Clean PGD-10 PGD-20 PGD-50 C&W AA |T|me(mmy PCDAT |Best 5752 296 98.00 28.87 28.85 25.48 | st
i |Best 82.32 53.76 52.83  52.6 51.08 48.68| . ek
PGD-AT [37) 265 |Last 57.5 20.54 29.00 28.90 27.6 25.48]
|Last 82.65 53.39 5252 5227 51.28 48.93|
. Best 49.85 22.47 22.01 21.82 20.55 18.29
—_—— |Best 73.81 4231 41.55 41.26 39.84 37.07| . FGSM-RS | I 70
FGSM-RS 51 |Last 60.55 00.45 00.25 00.19 00.25 0.00 |
|Last 83.82 00.09 00.04 00.02 0.00 0.00 |
. Best 60.93 16.58 1547 1519 164 14.17
FGSM.CKPT pr /Best 90-29 4196 39.84 3915 4113 37.15| PGSM-CKPT [25]| | %
e 125, . |Last 60.93 16.69 1561 1524 16.6 14.34|
|Last 90.29 41.96 39.84 39.15 41.13 37.15|
5 [
NuAT 7 Best 8LSS 5396 529 5261 513 49.09] ., NuAT [ |Best 5971 2754 2302 2048 2207 1182 )
b ol 5 [
|Last 81.38 53.52 52.65 52.48 50.63 48.70 | [Lest 5062 27.07 22.72 2009 21.59 11.55]
GAT I Best 7979 5418 5355 5342 4904 4753| GAT [2) [Best 57.01 2455 238 2355 2202 1960 )
|Last 80.41 53.20 52.06 5176 49.07 46.56 | [Last 56.07 23.92 2318 230 21.93 19.51]
, 19 — 17.46 43.45 . Best 5435 22.93 2236 222 212 1888
FGSM-GA [ |Best 83.96 49.23  47.57 46.89 4746 4345| FGSM-GA [ | - | 187
|Last 84.43 4867 46.66 46.08 46.75 42.63 | ‘ [Last 55.1 20.04 19.13 18.84 18.96 16.45|
. . / 45.6 44.42 ¢ 52.4¢ . i dus . .
Free-AT(m=g) [g]/BSt 8038 7.1 4585 4562 442 4217| Free- AT(m=5) |Best 5249 2407 2352 2336 2166 1947] o0 /
|Last 80.75 45.82 44.82 4448 43.73 41.17| |Last 52.63 22.86 22.32 22.16 20.68 18.57|
st 83.15 54.59 53.55 532 50.24 47. Best 57.58 30.78  30.01 2899 26.40 23.63
FGSM-BP (ours) [Best 83.15 54.59 5355 532 50.24 4747| . FGSM-BP (ours) |Best 57.5 99 26 33 | 23
|Last 83.090 5452 535 53.33 50.12 47.17| |Last 83.82 30.56 20.96 28.82 26.32 23.43| |
5 ¢ Best 57.74 31.01 30.17 20.93 27.37 24.39
FGSM.EP (ours) Best 82.75 548  53.62 5327 49.86 47.94| . FGSM-EP (ours) [Best 5 9.9 3 | a3
|Last 81.27 5507 54.04 53.63 50.12 46.83| |Last 57.74 31.01  30.17 20.93 27.37 24.39 |
, 50.75 — Best 58.78 31.88 31.26 31.14 28.06 25.67
FGSM-MEP (ours)|Bet 8172 55.18 54.36 5417 50.75 49.00| . FGSM-MEP (ours) | g3
|Last 81.72 55.18 54.36 54.17 50.75 49.00| [Last 58.81 31.6 31.03 30.88 27.72 25.42

AR W< RS




Experiments

Comparisons on Tiny ImageNet

Method | Clean PGD-10 PGD-20 PGD-50 C&W AA |Time(min)
PGD-AT [E7] [Best 43.6 202 199 1986 17.5 1600 ...
[Last 45.28 1612 156 154 14.28 12.84| ¢
——— Comparisons on Irry\c\geN t
FGSM-RS [7] [Best 44.98 17. 7.46 36 1584 14.08| .

|Last 45.18 0.00  0.00  0.00 0.00 0.00 |

[Best 49.98 920 920 863 924 810 . ImageNet  |Epsilon

Clean|PGD-10|PGD-50|Time (hour)
FGSM-CKPT

NuAT 2] |Best 42,9 15.12 14.6 14.44 12,02 10.28' 660 FI'EE—AT{II]=4} e =4 |63.42| 33.22 23.08 127.7
|Last 42.42 13.78 1334 132 11.32 9.56 | e =8 [52.09| 19.46 12.92
GAT [I] [Best 42.16 1502 145 1444 1L78 1026 .. 2 167.65| 48.78 | 48.67
E = = . & .
[Lost 4184 1444 1398 138 1148 9.74 | FGSM-RS e=4 |63.65| 35.01 | 32.66 4.5
FGSM-GA [2] [Best 43.44 18.86 1844 1836 162 14.28 . e=8 |53.80] 0.00 0.00
Last 43.44 18.86 18.44 1836 162 14.28] ” — :
Free-AT(meg) [/Best 389 1162 1124 1102 1100 98| . x FOSMLEP €=2 |68.41] 49.11 | 49.10 /
Last 40.06 884 832 82 808 7.34 | 3SM-BP (ours) | ¢ =4 164.33( 36.24 | 34.93 63.7
e =8 |53.96| 21.76 | 14.33
FGSM.BP (ours) [Best 45.01 2167 2147 2143 17.89 15.36| .o :
[Last 47.16 20.62  20.16  20.07 15.68 14.15|
FGSM-EP (ours) [Best 45.01 21.67 2147 2143 17.89 15.36] .
[Last 46.00 20.77  20.39  20.28 16.65 14.93
FGSM-MEP (Ours}|Best 43.32 23.8 23.4 23.38 19.2817.56] ..
[Last 45.88 22.02 21.7 21.6 17.44 15.50|

I P




Our main contributions are in three aspects: \

1) We propose a prior-guided adversarial initialization to prevent overfitting after
Investigating several initialization strategies.

2) We also propose a regularizer to guide the model learning for better robustness by |
considering both the currently generated perturbation and the prior-guided initialization.
3) Extensive experiments on four datasets demonstrate that the proposed method can
outperform state-of-the-art FAT methods in terms of both efficiengy and robustness.

.
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